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INTRO
We expect Printed Circuit Boards (PCBs)
to work in all types of environments.
However, unless the designer has designed
the PCB for a specific situation, and
the manufacturer has packaged and
protected it appropriately, harsh operating
environments can shorten the life of a
PCB.
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DECIDING THE
O P E R AT I N G
ENVIROMENT
PCBs may be exposed to various types of environments,
including:
• Extreme temperatures, either low or high, such as in space
applications
• Varying temperatures, such as day and night conditions in
deserts
• Dust and other particulate matter, such as during demolitions
• Explosive conditions, such as in mines/oil rigs
• Presence of moisture, such as on sea faring applications
• Shock and vibrations, such as in automotive applications
• Impact, both regular and continuous, such as during
construction work
• Electromagnetic interference and susceptibility, such as in
high-frequency applications
• Power surges, both natural and man-made, such as during
thunderstorms or from ESD [1]
To create a design specifically suited for a particular
environment, designers look for information such as:
•
•
•
•
•
•
•

What will the product be used for?
Where will it be used?
What will the temperature extremes be?
How will be the temperature variations?
Will there be chances of water/air/dust ingress?
How much water/air/dust ingress is tolerable?
Will the product be subject to pressures higher/lower than
one atmospheric?
• What steady mechanical pressures should the cabinet
withstand?
• What impact/vibration conditions should the product
withstand?
• Acceptable weight of the product?
• Acceptable levels of EMI/RFI for the product?
• Should the product conform to a specific standard—IP,
NEMA, ATEX or others?
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HARSH

ENVIRONMENTS

AND PCB

FUNCTIONING

Harsh environments can reduce the life
expectancy of the PCB and its
components, causing various types of
damage, unless the design is meant for
that specific environment. For instance,
temperature variations may cause
different material on the PCB to expand
at different rates, as every material has its
own coefficient of thermal expansion or
CTE. If not matched at the time of design,
CTE may cause copper traces to expand
or contract more than the substrate
material of the PCB does, causing them to
lift off the substrate. Repeated expansion
and contraction of metal at solder joints
as the temperature fluctuates may cause
the joint to come loose, resulting in
intermittent failures.
Water or dust/dirt ingress may cause an
electrical leakage or a short circuit when
the particles get in between the pins of
an IC. This may cause signal attenuation,
cross-talk, circuit malfunction, or even
complete functional failure. Extreme
cases may even lead to fire hazard or a
fuse blowing off.
Presence of moisture and corrosive
elements on the PCB surface may lead to
creep corrosion. Specifically, the presence
of Sulfur in the environment and a coating

of Immersion Silver as surface finish on
the PCB accelerate creep corrosion, which
acts by forming a resistive bridge
between two conductors. The bridge does
not lead to immediate failure as its initial
resistance is usually high. With passage
of time, as the thickness of the corrosion
product increases, its resistance
decreases to create a short circuit. [2]
If the cabinet is unable to withstand the
atmospheric or mechanical pressure from
outside, it might implode or explode,
exposing the inner electronics to the
harsh environment, leading to different
types of failure depending on the
severity of the event. Explosions, impact,
and vibration affect in much the same
way, causing damage by knocking
electronic components off their
customary positions. Electro-mechanical
components such as magnetic hard disks,
speakers, and switches are more prone
to failure from impact and vibration than

Pg. 5

ENVIRONMENT AND PCBs

their solid-state
counterparts are.
The performance of a PCB
may affect nearby electronic
equipment on account
of the electromagnetic
interference (EMI) the PCB
generates. Alternately,
excessive electromagnetic
interference present in the
nearby environment might
influence the performance
of the PCB, if it is not
compatible. Both cases are
unacceptable as the system
performance suffers.
Power surges can damage
PCBs differently depending
on their strength. During
thunderstorms, a high

voltage discharge
can burn through the
copper traces on a PCB,
causing irreparable damage,
as the surge passes to
ground following the path of
least resistance.
Man-made power surges,
such as electrostatic
discharges (ESD) can also
cause damage to a PCB and

its components. Although
the damage may or may
not be catastrophic as that
caused by a thunderbolt
during a storm, ESD usually
causes latent damage that
gradually deteriorates the
functioning of an electrical
circuit until it totally stops
functioning.
Another common cause
of PCB failure in harsh
environments is from
improper heat management.
Sealing arrangements,
conformal coatings,
extra bindings, and
attachments put in place for
ruggedization can hamper
heat transfer from heat
generating components
on the PCB. Inadequate
heat management in
PCBs expected to work at
elevated temperatures may
also cause it to temporarily
or permanently stop
functioning.

• Selecting materials and
components designed
specifically to operate in
the environment
• Ruggedizing the PCB
and its components
• Baking before and
cleaning the PCB surface
thoroughly after the
soldering process
• Preventing ESD from
damaging the PCB
during the assembly
process
• Implementing proper
heat management
techniques
• Implementing a schedule
for preventive
maintenance

PCBs FOR
HARSH

ENVIRONMENTS

Depending on answers to
questions asked above, the
designer may have to take
several steps for making a
PCB operate successfully in
a specific environment. This
may involve:
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M AT E R I A L A N D
COMPONENT
SELECTION

Selecting proper material for building a PCB requires selecting
the substrate and the copper foil most appropriate for the
environment. The designer/fabricator may have to:
• Match the Dk or dielectric constants of the different substrates
and core in a PCB
• Match the Coefficient of Thermal Expansion of neighboring
substrates
• Use a tight substrate weave for allowing the material and mesh
to interact properly
• Use smooth copper foils with low resistance [3]
The electronics industry recognizes some electronic components
as temperature sensitive:
• Aluminum and Polymer Aluminum Capacitors
• Film Capacitors
• Polymer and Fused Molded Tantalum Capacitors
• Fuses
• Transformers and Inductors with wire coils.
• Non-solid-state Relays
• Light Emitting Diodes [4]
Designers may have to make sure of selecting components that
work in the temperature range of the application.

RUGGEDIZING
THE PCB AND
COMPONENTS

Different operating conditions may require ruggedizing the PCB
in various ways:
• Components susceptible to vibrations or impact may have to
be bolted/screwed or otherwise mechanically locked to the
PCB
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• Ingress of fluids/dirt may require the PCB to be hermetically sealed with an
encapsulating resin
• Magnetic/electrical shielding may have to be placed around the PCB/components to
shield from EMI and to enable EMC
• Selecting special components with built-in protection from ESD to a certain level

BAKING AND CLEANING

Bare PCBs stored for some time, tend to attract moisture. When soldering, release of this
moisture can lead to deformation of the PCB. Assemblers typically bake bare PCBs to an
elevated temperature for a certain duration to drive out the moisture before they start
assembly.
Although most assemblers use no-clean flux during assembly, debris left over may cause
contamination of the PCB surface, lowering its surface resistivity and increasing leakage.
Under certain environmental conditions, this may lead to signal degradation. Therefore, it
is imperative the assembly includes a surface cleaning process after assembly.

E L E C T R O S TAT I C
DISCHARGE

Manual handling of electronic assemblies can cause damage from electrostatic discharges.
This is not evident immediately, and the latent nature of the damage may lead to gradual
failure in the field. Precautions during assembly require use of anti-static mats, grounding
straps, conducting bins, and properly earthed equipment.

H E AT M A N A G E M E N T

All electronic components generate heat when operating, and the designer has to take
adequate care to remove the heat generated by either conduction, convection, or
radiation.
Designers use thermal vias on PCBs to cool hot components by convection to the exposed
surface of the PCB, where a heat sink can dissipate the heat to the atmosphere by
convection and radiation. Sometimes, natural convection is not adequate and has to be
augmented by fans. Likewise, very cold environments may require use of resistive heaters
to bring the immediate temperature up to the specified level. Mission-critical equipment
may also need temperature compensated components.
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P R E V E N TAT I V E
MAINTENANCE

Operation in harsh environments may require the system to undergo periodic checks for
damage such as corrosion of the cabinet, ingress of chemicals/water/dust, presence of
debris and creep corrosion on the PCB. Periodic maintenance and repair can prevent a
complete system breakdown.

CONCLUSION

By careful selection of materials and components, taking adequate design and assembly
precautions, and through ruggedization, it is possible to operate the PCB reliably in a
specific harsh environment. By taking adequate precautions for ESD, thermal
management, and preventive maintenance, it is possible to keep the system operational
even in the harshest environments.
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Have more questions? Reach out to us for a free pre-production assembly Q&A session with our engineers.
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